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1 Summary

Why we are consulting

The revised Payment Services Directive (PSD2) was implemented in the UK from

13 January 2018. The Directive provides for a number of EU Regulatory Technical
Standards (RTS) to be developed by the European Banking Authority (EBA). This
consultation paper (CP) focuses in particular on the Regulatory Technical Standards
for strong customer authentication and common and secure open standards of
communication (SCA-RTS).

Most of the SCA-RTS provisions have to be applied by firms from 14 September
2019. The SCA-RTS seeks to increase the security of customers’ payments made by
card and other means. This comes at a time when industry figures put losses due to
financial fraud at nearly £1 billion in 2017.

The SCA-RTS also sets out various requirements that affect what is often termed
‘'open banking' services. Under PSD2, firms providing account information services
(AIS) or payment initiation services (PIS) came within regulation. Provisions in the RTS
set out the way AIS and PIS providers can securely connect with customers' banks or
other providers to provide their services. They also set out how the FCA and other
EU regulators should go about exempting providers, that only build dedicated access
interfaces for AIS and PIS providers, from some of the obligations.

The EBA has also consulted on draft Guidelines on the conditions to be met to benefit
from an exemption from contingency measures under Article 33(6) of Regulation (EBA
exemption guidelines). These are addressed to both payment service providers (PSPs)
and national competent authorities (including the FCA), which have a duty to make
every effort to comply with them.

We are consulting on our domestic implementation before the EBA exemption
guidelines are finalised. This is to give stakeholders clarity as soon as possible about
what is needed to build systems and seek an exemption in time for 14 September
2019. Ouir final rules, directions and guidance will take account of any changes made
to the EBA exemption guidelines that affect our proposals. We do not intend to
consult on any consequential changes unless they are of such significance that it is
considered necessary. We have encouraged industry participants to engage in the
EBA's consultation on its EBA exemption guidelines. This approach tries to give firms
as much notice and certainty as we can about the exemption process and maximises
the time available for preparation.

We are also consulting on new fraud reporting requirements that will affect the data
collected and reported by all PSPs. These new requirements implement the EBA

Guidelines on fraud reporting under the Payment Services Directive 2 (PSD2) (EBA
fraud reporting guidelines).



https://www.eba.europa.eu/documents/10180/2250578/CP+on+draft+Guidelines+on+the+conditions+to+be+met+to+benefit+from+an+exemption+from+contingency+measures+under+Article+33%286%29%20of+Regulation+%28EU%29%202018389+%28RTS+on+SCA+%26+CSC%29%20%28EBA-CP-2018-09%29.pdf/525ee5cc-663e-4ce3-834f-0c52205142c9
https://www.eba.europa.eu/documents/10180/2250578/CP+on+draft+Guidelines+on+the+conditions+to+be+met+to+benefit+from+an+exemption+from+contingency+measures+under+Article+33%286%29%20of+Regulation+%28EU%29%202018389+%28RTS+on+SCA+%26+CSC%29%20%28EBA-CP-2018-09%29.pdf/525ee5cc-663e-4ce3-834f-0c52205142c9
https://www.eba.europa.eu/documents/10180/2281937/Guidelines+on+fraud+reporting+under+Article+96%286%29%20PSD2+%28EBA-GL-2018-05%29.pdf
https://www.eba.europa.eu/documents/10180/2281937/Guidelines+on+fraud+reporting+under+Article+96%286%29%20PSD2+%28EBA-GL-2018-05%29.pdf
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Finally, we are taking the opportunity to update our Payment Services and E-Money
Approach Document guidance to reflect other legislative changes and clarify our
existing expectations based on our experience of the regime (eg, of processing
applications) since September 2017. Our proposed amendments and additions are in
Annex 3.

Depending on legislative changes relating to the UK's withdrawal from the European
Union, we may need to update our Handbook and guidance relevant to PSD2. Details of
the FCA's approach can be found here. The FCA has confirmed its intention to consult
on these changes in the Autumn.

Who this applies to

The proposals apply to PSPs, including banks, building societies, e-money issuers,
payment institutions, registered account information service providers and payment
initiation service providers.

The paper will also be of interest to:

e retailers

e consumers and micro-enterprises

e consumer groups

e industry representative bodies

e thoseinvolved in open banking initiatives

Credit Unions — our proposed rules on reporting of data relating to complaints about
authorised push payment (APP) fraud would apply to Credit Unions

This consultation paper (CP) will especially be of interest to firms that are required to
provide AlS and PIS providers with access to customers’ payment accounts. Those
planning to use secure application programming interfaces (APIs) to provide access
will be under an additional requirement to provide a ‘contingency mechanism'’in case
of failure of the API. The FCAis required to exempt these firms from this requirement,
where we decide certain conditions are met.

Subject to the outcome of this consultation, the FCA's exemption process will be
available in January 2019. Those seeking to be exempt by 14 September 2019 should
aim to submit an exemption request by 14 June 2019 (see timeline in Annex 5). This
is because we will need time to review the exemption request, and ASPSPs will need
further time to allow for building a contingency mechanism prior to 14 September
2019, should we not grant an exemption.

—


https://www.fca.org.uk/publication/finalised-guidance/fca-approach-payment-services-electronic-money-2017.pdf
https://www.fca.org.uk/publication/finalised-guidance/fca-approach-payment-services-electronic-money-2017.pdf
https://www.fca.org.uk/news/statements/fca-role-preparing-for-brexit
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The wider context of this consultation

This CP forms part of our implementation of PSD2. As the SCA-RTS are directly
applicable in the UK, our implementation involves the rules and directions necessary
to operationalise the SCA-RTS, and guidance on it in our Approach Document. Details
of our previous consultations and policy statements can be found here (PS17/19) and
here (CP18/06).

This consultation looks specifically at the requirement on firms which operate
payment accounts online to provide an access interface for third party providers

of account information and payment initiation services (TPPs) by September 2019.
The firms providing access are called account servicing payment service providers
(ASPSPs). This CP also covers the role we have to assess ASPSPs' interfaces to exempt
them from some of the requirements of PSD2, where this is appropriate.

We are implementing PSD2 at the same time as 9 retail banks have been required

by the UK Competition and Markets Authority to develop application programming
interface (API) standards (referred to as 'open banking'). The standards facilitate the
access to customers' current account data by TPPs required under PSD2. This work

is being coordinated by the Open Banking Implementation Entity (OBIE). The OBIE
recently published standard implementation requirements for firms using its API
standards. These standards are aimed at ensuring that firms’ APIs are aligned with the
requirements and objectives of PSD2.

We also consider our approach to rules, effective from 14 September 2019, requiring
all PSPs to ask customers for more information in order to verify their identify before
a paymentis made. This 'strong customer authentication’ will be a requirement unless
an exemptionis used (eg, for low value payments).

What we want to change

This CP proposes new rules, and a number of changes and additions to the guidance
on PSD2 inthe Payment Services and E-money Approach Document (Approach
Document) and Perimeter Guidance Manual (PERG) to ensure:

e We can exempt ASPSPs from the requirement to build a contingency mechanism
ahead of 14 September 2019, after which it will become a requirement unless an
exemption has been obtained.

o We canreceive the information that PSPs are required to provide under the finalised
SCA-RTS in a consistent format.

o Our Approach Document guidance on PSD?2 is up-to-date with the SCA-RTS and
the Passporting RTS published on 11 November 2017.

o Our Approach Document guidance is aligned with EBA exemption guidelines (once
they are final) and the EBA's published Opinion of the European Banking Authority on
the implementation of the RTS on SCA and CSC.

o Our Approach Document guidance on the authorisation process reflects our
practical experience of authorising and registering firms under PSD2.


https://www.fca.org.uk/publications/policy-statements/ps17-19-implementation-revised-payment-services-directive
https://www.fca.org.uk/publications/consultation-papers/cp18-6-quarterly-consultation-paper-no-20
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R2055&from=EN
https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%28EBA-2018-Op-04%29.pdf
https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%28EBA-2018-Op-04%29.pdf
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o Complaints reporting rules are extended to cover authorised push payment fraud.

e Issues which have been identified by stakeholders or by the FCA since the previous
PSD2 Policy Statement was published are addressed, including some changes to the
Perimeter Guidance Manual (PERG).

We also consult on fraud reporting rules following the publication of EBA fraud
reporting guidelines.

We do not detail every minor change to the Approach Document in the text of this CP.

Please read this CP with the revised Approach Document in Annex 3 (with marked-up
changes) and rules and Perimeter Guidance in Appendix 1.

Outcome we are seeking

We want ASPSPs to implement PSD2 using well-functioning, secure APIs. A
standardised set of APIs have already been developed by the OBIE. We believe the
use of standardised APIs will have benefits for market participants and consumers
and we encourage their adoption. Once APIs are in use in the market and working well,
we expect it should no longer be necessary for firms to rely on practices that mean
customers share their banking credentials with third parties (referred to as 'screen
scraping').

The additional guidance we are proposing should also lead to more consistent
implementation of the requirements of PSD2 by PSPs, helping to ensure that the key
objectives of PSD2 are met. These are aligned with the FCA's objectives and include
achieving enhanced consumer protection, promoting innovation and improving the
security of payment services. Our implementation aims to support the success of new
AlS and PIS services, leveraging the work of the OBIE to deliver this.

Measuring success

We have already introduced reporting that will help us to track the take-up of the
services provided by newly-regulated PIS and AIS providers. These further proposals
should encourage wider use of these services, which we will be able to track. We will
also consider the number of successful exemption requests as an indicator of success.

Next steps

What you need to do next

We want to know what you think about our proposals. Please send us your comments
by Friday 12 October 2018. You can use the online response form on our website or
write to us at the address on page 2.

What we’ll do next
We will consider your feedback and then publish any finalised rules and guidance.

—
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2 The wider context

Open banking and APIs

One aim of PSD2 is to enhance competition in payment services by supporting
providers of account information services (AlS) and payment initiation services (PIS)
by bringing these services within the scope of regulation. These firms are collectively
known as third-party providers (TPPs). Once regulated, they will have the right to
access customers' payment account data and payment functionality, if they have the
customer’s explicit consent.

With this access TPPs can provide services to customers which previously only banks
might have provided. At present, most of these TPPs access customers' accounts
directly by asking the customer to input their banking credentials. The TPPs log onto
customers' accounts as if they are the customer. This allows them to 'scrape’ data
from the account to provide services to the customer, or to make payments on their
behalf.

From 14 September 2019, all account servicing payment service providers (ASPSPs)
—such as banks and other PSPs providing and maintaining an online payment account
for a customer —will have a choice as to whether TPPs can access customer accounts
directly (using their credentials), or via dedicated interfaces. The latter will enable

the customer to be redirected" to their bank or PSP to provide credentials. This
ensures that customer credentials never have to be provided to anyone other than a
customer's bank or PSP.

In a joint statement with the Treasury in July 2017 we made clear that we support the
implementation of PSD2 using application programming interface-based dedicated
interfaces (APls). Where developed according to common standards and using secure
common infrastructure, APIs can support innovation by reducing barriers to entry —as
third parties will not have to integrate with different technology on a firm-by-firm basis
—and can enhance security across the industry.

This consultation looks specifically at the requirement on ASPSPs to provide an access
interface (including using APIs) by 14 September 2019. It also covers the role we have
to assess whether ASPSPs' interfaces satisfy the relevant conditions in the Regulatory
Technical Standards on strong customer authentication and common and secure
open standards of communication (SCA-RTS) in order to exempt them from some of
the requirements of PSD2.

We want to encourage ASPSPs to comply with PSD2 by implementing standardised
APIls. Such APIs have already been developed by the Open Banking Implementation
Entity (OBIE). We believe the use of standardised APIs will have benefits for market
participants and consumers. The requirement to build a contingency mechanism (ie a
second means of access for TPPs) in addition to an APl interface will pose extra costs

1 Other alternative access approaches are being considered, such as ‘de-coupled’ — see draft Approach Document in Annex 3, section
17.118.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/630135/Expectations_for_the_third_party_access_provisions_in_PSDII.pdf
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for ASPSPs. The SCA-RTS allows ASPSPs to be exempted from this requirement
(and the related costs). This aims to provide ASPSPs with an incentive to build good
APls. We therefore encourage ASPSPs to seek exemption. We are consulting on our
proposed approach to the exemption process in this document.

Security of electronic payments

PSD2 also aims to prevent harm to consumers caused by payments fraud. It introduces
measures to strengthen the process of authorising a payment. It requires all PSPs to
report payment fraud statistics so that regulators can address fraud trends or problem
areas. These requirements should enhance consumer protection and market integrity,
in line with our FCA objectives.

From 14 September 2019, all PSPs will need to ask customers for more information in order
to verify their identify before a payment is made. This 'strong customer authentication’ will
be arequirement unless an exemptionis used (eg, for low value payments).

These measures are designed specifically to combat unauthorised payments, which can
be made eg, when credit or debit cards are lost, stolen or otherwise compromised. This
issue is important to us, with estimated losses to card fraud in the UK of £566 min 2017.

At the same time, the UK industry has started to track fraud resulting from authorised
push payment (APP) scams. This is where customers unknowingly authorise payments
to fraudsters eg, where the payer intends to transfer the funds to a particular person
but is instead deceived into transferring funds to a different person.

Data on APP fraud show there were 43,875 cases in 2017, with total losses of £236 m.
Of these cases, 88% involved consumers who lost on average £2,784 per case, and the
remaining 12% were businesses that lost on average £24,355 per case.

To align with work the FCA and Payment Systems Regulator have been doing on APP
scams, we are consulting on collecting data about customers’ complaints about APP
fraud. We also propose to refer in our Approach Document to industry work on a
contingent liability code on such fraud.

Consumer protection

Our proposals to implement PSD2 should help to protect consumers eg, by further
strengthening the security of payments, and increasing transparency around the scale
of payments fraud.

Market integrity

The changes we propose should enhance market integrity by introducing measures
to address threats to the security of electronic payments. This should help to improve
trustin the financial system. We also include proposals on further guidance for firms
seeking authorisation. This is to make sure new firms entering the market have a full
understanding of their regulatory obligations.

Competition

PSD2 looks to drive competition in retail banking and payments. The first Payment
Services Directive introduced a new class of payment institutions to compete with
banks for the provision of payment services. PSD2 introduces another new class of

—


https://www.ukfinance.org.uk/wp-content/uploads/2018/03/UKFinance_2017-annual-fraud-update-FINAL.pdf
https://www.ukfinance.org.uk/wp-content/uploads/2017/06/UKFinance_2017-annual-fraud-update-FINAL.pdf
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regulated entity (account information services provider or payment initiation service
provider) to compete in the space between a bank and its customer, to provide value
added services and unlock the potential of payment account data and functionality.
The proposals in this consultation are about how these TPPs can access customers'’
payment accounts held with their bank in a secure, frictionless and effective manner.
Our market studies into the credit card market and cash savings have both referenced
the potential benefit that such services could bring by improving choice and
competition.

Wider effects of this consultation

We are implementing legal requirements stemming from EU rules. The requirements
inthe SCA-RTS could lead to changes or additional steps to the way customers pay for
things online.

If the competition objectives of PSD2 are met through our implementation, including
proposals in this CP, in the long term the relationships customers have with their
banking providers could change. For example, customers might be less reliant on their
banking apps or websites to manage their finances because they may use third party
apps which could potentially provide better services.

The ability of third party apps to interrogate a customer's transaction information
could lead to customers being provided with tailored recommendations for products
beyond banking, including utilities, subscriptions and other products or services where
the charge appears on a bank statement.

What we are doing

We are seeking your views on our proposals set out in paragraph 1.17, which are
explained further in Chapters 3to 6.

Equality and diversity considerations

We believe that our proposals will have a positive impact on all consumers, including
those with protected characteristics. Depending on the outcome of the work
proposed, we would see open banking products being implemented so that customer
journeys are relatively seamless, while still being secure and trustworthy. This should
encourage take up of the products among a range of demographics.

We are mindful, however, that take up of new online services is likely to be lower among
those without online access or the estimated 9.6 million consumers with low digital
capabilities.

Equally, we have considered that the impact of the new legislation might vary between
age groups. Forinstance, take-up should be greater among those who trust sharing
their data. 85% of 18-24 year olds would trust third parties to aggregate their financial
data whereas 48% of 55-64 year olds were neutral or positive.


https://www.fca.org.uk/publication/policy/ps18-04.pdf
https://www.fca.org.uk/publication/market-studies/cash-savings-market-study-final-findings.pdf
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3 Secure communication between payment
account providers and third-party
providers (TPPs)

This chapter focuses on our proposed approach to elements of the final Regulatory
Technical Standards for strong customer authentication and common and

secure open standards of communication (SCA-RTS) which relate to the secure
communication between account servicing payment service providers (ASPSPs),
account information and payment initiation service providers, and card-based
payment instrument issuers (collectively referred to as third-party providers (TPPs)).

The SCA-RTS sets out how TPPs and ASPSPs should interact and communicate
securely to enable TPPs to provide their services to customers with their consent.

After the SCA-RTS was finalised, in June 2018 the EBA published its Opinion of the
European Banking Authority on the implementation of the RTS on SCA and CSC (EBA
Opinion). It also published draft Guidelines on the conditions to be met to benefit
from an exemption from contingency measures under Article 33(6) of Regulation (EBA
exemption guidelines).

The EBA exemption guidelines set out how we should approach exempting ASPSPs
from having to build an additional access interface that TPPs would use in the event
there is a problem with the main 'dedicated interface'. Firms do not have to provide this
‘contingency mechanism’ if we are satisfied that their dedicated interface meets the
criteria for exemption set outin the SCA-RTS.

This chapter also discusses changes we propose to the Payment Services and
E-Money Approach Document to reflect these EBA exemption guidelines and the EBA
Opinion. We are consulting based on the draft guidelines in order to give industry as
much time as possible to prepare.

Exemption from the contingency mechanism

By 14 September 2019, any provider offering payment accounts that are accessible
online (bank and e-money accounts, credit card accounts, some savings accounts)
must comply with the SCA-RTS governing how TPPs can access these accounts.

These ASPSPs must decide whether to enable access via a dedicated interface built
on APIs (application programming interfaces) or whether they adjust the customer
interface (ie, the customer online banking portal) to comply with rules around security,
information exchange and identification.

The SCA-RTS allows competent authorities to exempt providers that are building
dedicated interfaces from having to provide a ‘contingency mechanism'’ which would
provide 'fall-back’ access if the dedicated interface failed. Unless ASPSPs have been
granted this exemption in advance of 14 September 2019, based on the quality of access
provided by the interface outlined below, they will have to build a contingency mechanism.


https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%28EBA-2018-Op-04%29.pdf
https://www.eba.europa.eu/documents/10180/2137845/Opinion+on+the+implementation+of+the+RTS+on+SCA+and+CSC+%28EBA-2018-Op-04%29.pdf
https://www.eba.europa.eu/documents/10180/2250578/CP+on+draft+Guidelines+on+the+conditions+to+be+met+to+benefit+from+an+exemption+from+contingency+measures+under+Article+33%286%29%20of+Regulation+%28EU%29%202018389+%28RTS+on+SCA+%26+CSC%29%20%28EBA-CP-2018-09%29.pdf/525ee5cc-663e-4ce3-834f-0c52205142c9
https://www.eba.europa.eu/documents/10180/2250578/CP+on+draft+Guidelines+on+the+conditions+to+be+met+to+benefit+from+an+exemption+from+contingency+measures+under+Article+33%286%29%20of+Regulation+%28EU%29%202018389+%28RTS+on+SCA+%26+CSC%29%20%28EBA-CP-2018-09%29.pdf/525ee5cc-663e-4ce3-834f-0c52205142c9
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The SCA-RTS sets out the conditions that must be met for an ASPSP to be granted
an exemption. The EBA exemption guidelines specify the conditions which the FCA
should assess as having been met in order to exempt ASPSPs.

Our proposals
The EBA exemption guidelines describe the criteria ASPSPs need to meet to be
granted an exemption. The criteria cover:

the service level, availability and performance of the dedicated interface, including
the publication of indicators

e the adequate stress testing of the dedicated interface

» the design and testing of the dedicated interface, particularly to ensure this does not
create obstacles to TPPs

¢ the wide use of the dedicated interface

the resolution of problems identified during design, testing and use

The EBA exemption guidelines do not specify how evidence of compliance should
be provided to competent authorities or what exactly the information should be in all
cases.

We propose to require ASPSPs to submit an exemption request form with specific
information in order for us to make an assessment (see directions and the draft formin
Appendix 1).

We also propose guidance in Chapter 17 of the Approach Document to help ASPSPs
understand the exemption process (see Annex 3). These changes follow from the EBA
exemption guidelines. Some of the most substantive changes cover:

o Timeline for exemption — subject to the outcome of this consultation, the
process will be available from January 2019. Those seeking to be exempt by
14 September 2019 should consider how long they might need to develop a
contingency mechanism in the event that an exemption request is rejected. We
would expect to receive exemption requests by 14 June 2019 (see timeline in
Annex 5). This would allow enough time for us to assess a request. We aim to take
no more than 1 calendar month to assess an exemption request. Should a request
be unsuccessful, the ASPSP would then have 2 months to develop a contingency
mechanism. We encourage firms to contact us well before submitting the exemption
request in order to minimise the chances of it being unsuccessful.

» How we will take account of conformance testing undertaken by ASPSPs as part
of the exemption assessment —we set out how work of market initiatives, including
the Open Banking Implementation Entity (OBIE), to facilitate '‘conformance testing’
of ASPSPs' interfaces will inform our own assessment for the purposes of the
exemption.

o Submission of exemption request — firms with multiple dedicated interfaces, ie,
for each brand within a group, should submit 1 exemption request per dedicated
interface.

11
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« Design and testing - ASPSPs must have made technical specifications and testing
facilities available to TPPs no later than 14 March 2019. The testing facilities must
meet requirements (a)-(f) in EBA Guideline 6.2.

»  Wide use —we will expect ASPSPs, where possible, to have provided operational
dedicated interfaces that have been used by TPPs with customers for 3 months
before an ASPSP seeks exemption. If it is not practically possible to do so fully in
advance of September 2019, ASPSPs should be able to show that they have taken
steps to encourage the use of the interface and publicised the availability of the
testing facilities for a minimum of 3 months before seeking the exemption.

e Market initiatives — we will take account of whether ASPSPs have followed the
standard implementation requirements of an industry initiative, such as OBIE. Where
this is not the case we will require additional information to enable us to consider more
closely whether such implementations are compliant with the PSD2 requirements.

Under the SCA-RTS, ASPSPs are required to publish quarterly statistics on the
availability and performance of their dedicated interfaces and, for comparison
purposes, of the interfaces used by their payment service users.

We also propose to require ASPSPs to submit the quarterly statistics to us quarterly
(see Annex 3). This will help us to monitor whether ASPSPs are meeting their
obligations to ensure that dedicated interfaces are performing at least as well as the
interfaces customers use to access their accounts directly.

Q1: Do you agree with our approach to assessing requests for
exemption to the contingency mechanism and our related
guidance? If not, please explain why.

Q2: Do you agree with our proposal to require quarterly
submission to us of the quarterly statistics ASPSPs are
required to publish under the SCA-RTS? If not, please
explain why.

Problems with the dedicated interface

Under the SCA-RTS, both ASPSPs and TPPs must report problems with dedicated
interfaces to the FCA. This information will be used as part of our ongoing assessment
of whether an ASPSP is meetingits obligations under the SCA-RTS and, if relevant,
whether the ASPSP should continue to be exempt from the requirement to build a
contingency mechanism.

Our proposals
In order to receive and record these reports in a consistent manner, we propose a
reporting direction and a specific reporting form (see Appendix 1).

We also propose changes to Chapter 13 and Chapter 17 of the Approach Document
to provide further information and guidance on the reporting process and the
information we require (see Annex 3).

—
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Q3: Do you agree with our approach to receiving reports
about problems with dedicated interfaces? If not, please
explain why.

Other changes to guidance on secure communication between payment
account providers and third-party providers

The SCA-RTS sets general and specific requirements for identification, the traceability
of transactions, the security of communication sessions and the exchange of data
between ASPSPs and TPPs. The EBA Opinion provides additional clarity on certain
points to aid implementation of the SCA-RTS.

To reflect the EBA Opinion and the SCA-RTS in our approach to the secure
communication between ASPSPs and TPPs, we propose a number of changes to our
Approach Document in addition to those outlined above. These changes cover:

e the type of information the ASPSP should consider when determining the response
to arequest for confirmation of availability of funds — see Approach Document
Section 17.23in Annex 3

o the scope of information that payment initiation service providers (PISPs) may
receive to help them to manage the risk of non-execution of a payment — see
Approach Document Section 17.26 to 17.29 in Annex 3

e the scope of the data that account information service providers (AISPs) can access
—see Approach Document Section 17.32, 17.64 and 17.72 in Annex 3

e the 4 times per day limit for AlS access where the customer is not actively involved —
see Approach Document Section 17.73in Annex 3

o further clarification about the level of payment functionality available when the
customer uses a PISP —see Approach Document Section 17.35in Annex 3

e the qualified certificates that need to be exchanged between ASPSPs and TPPs for
identification —see Approach Document Section 17.56 in Annex 3

e access to customers' personal identifying information — see Approach Document
Section 17.33 information in Annex 3

We have made a number of other changes to Chapter 17 and Chapter 8 and developed
anew Chapter 20 so that the Approach Document reflects the final SCA-RTS, the EBA
exemption guidelines and the EBA Opinion. In addition, we have included clarificationin
response to issues raised by payment service providers and other stakeholders. These
changes can be viewed as tracked changes in Annex 3.

Q4: Do you agree with our changes to the Approach
Document to reflect the EBA exemption guidelines, EBA
Opinion and the SCA-RTS? If not, please explain why.
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4 Authentication

This chapter focuses on our proposed approach to the final Regulatory Technical
Standards for strong customer authentication and common and secure open
standards of communication (SCA-RTS) where they relate to requirements for strong
customer authentication.

From 14 September 2019, all payment service providers (PSPs) must comply with
regulation 100 of the PSRs 2017 regarding authentication of payments and with
the SCA-RTS requirements. These require a PSP to undertake strong customer
authentication with a customer (unless one of the permitted exemptions applies)
where a customer:

e Accesses their payment account online, whether directly or through an account
information service provider (AISP) or payment initiation service provider (PISP);

« Initiates an electronic payment transaction; or

o Carries out any action through a remote channel which may imply a risk of payment
fraud or other abuses.

The Opinion of the European Banking Authority on the implementation of the RTS
on SCA and CSC (EBA Opinion) published on 13 June 2018 provided further clarity
regarding the implementation of the SCA-RTS requirements.

This chapter discusses the addition of a new Payment Services and E-Money Approach
Document chapter covering authentication (Chapter 20). We also discuss proposals

to reflect the EBA Opinion where it covers elements of the SCA-RTS relating to use of
the permitted exemptions from the application of strong customer authentication.

Notification when the fraud rate is exceeded

Under the SCA-RTS, PSPs must apply strong customer authentication to remote
electronic payments unless a relevant exemption applies. PSPs making use of any of
the exemptions are also required to monitor their rates of fraud.

Where a PSP makes use of the transaction risk analysis exemption it must notify its
competent authority when a monitored fraud rate exceeds the applicable reference
fraud rate.

Our proposals
To receive and record these notifications in a consistent manner, we propose reporting
rules and a specific notification form (see Appendix 1).

We also propose additions to the Approach Document to clarify what information we
expect to receive and in what circumstances the reports should be provided.

—
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Our guidance clarifies that, as per the EBA Opinion, we will expect PSPs to calculate
the fraud rate using fraud as recorded under the EBA Guidelines on fraud reporting
under the Payment Services Directive 2 (PSD2). This means using both 'unauthorised
transaction' and 'manipulation fraud' as defined in the EBA fraud reporting guidelines
to calculate the fraud rate.

The proposed report will be used for both notifications that the fraud rate has been
exceeded and notifications that the fraud rate has been restored to the applicable
level, before a PSP begins to operate under the transactional risk analysis exemption
again.

Q5: Do you agree with our approach to receiving notifications
relating to the fraud rate? If not, please explain why.

SCA exemption for corporate payments

Under the SCA-RTS, PSPs are allowed to not apply strong customer authentication
for payments made by payers who are not consumers. This is only the case where

the payments are initiated electronically through dedicated payment processes or
protocols that are not available to consumers. Furthermore, the FCA must be satisfied
that those processes or protocols guarantee at least equivalent levels of security to
those provided for by PSD2.

Our proposals
We propose to clarify the scope and conditions of application of this exemption (see
Approach Document Sections 20.55 to 20.60 in Annex 3).

We also propose to direct PSPs applying the exemption to include details of these
dedicated processes and protocols not subject to strong customer authentication

in the assessment of operational and security risks which is already required under
regulation 98 of the PSRs 2017 (see Approach Document Sections 13.5 and 18.16in
Annex 3). This reportis already sent to the FCA on an annual (or more frequent) basis.

Q6: Do you agree with our proposed approach to the
corporate payment exemption? If not, please explain why.

Other changes to our guidance on strong customer authentication

The SCA-RTS sets out the criteria that need to be met to satisfy the requirements
for strong customer authentication. In the case of electronic remote payments this
includes a requirement to dynamically link the transaction to a specific amount and
a payee. The SCA-RTS also specifies the conditions where the PSP is allowed not to
apply strong customer authentication, ie permitted exemptions.

Toreflect the SCA-RTS and the additional clarification provided by the EBA Opinion,
we propose a number of other changes to our Approach Document to cover, among
other things:
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» use of two-factor authentication — we clarify that, in line with the EBA Opinion,
strong customer authentication factors need to be from separate categories.
We also discuss the use of card verification numbers as a possession factor —see
Sections 20.14 to 20.21 of the Approach Document

o application of strong customer authentication —we refer to the EBA Opinion's
clarification on the application of strong customer authentication when a PSP is
outside of the EEA. We also cover a TPP's reliance on credentials issued by an ASPSP
in a redirection journey

« authentication code —we note that the authentication code does not have to be
visible to the payment service user, providing certain requirements are met

o exemptions from strong customer authentication —we set out our views on each
of the exemptions from strong customer authentication (see Sections 20.36 to
20.65 of the Approach Document in Annex 3). This includes:

= clarifying the application of the payment account information exemption and the
associated 90-day limit in the context of access by an AISP — see Sections 20.41
to 20.45 of the Approach Document in Annex 3

= clarifying the limit conditions set by the exemptions for 'contactless payments
at point of sale' and 'low-value transactions' — see Sections 20.46 to 20.47 of the
Approach Documentin Annex 3

— clarifying that the exemption for trusted beneficiaries is not limited to credit
transfers — see Sections 20.49 to 20.50 of the Approach Document in Annex 3

— setting out our expectation that PSPs should use transactions reported under
the EBA fraud reporting guidelines as the basis for calculating the fraud rate. This
means counting both unauthorised transactions, and transactions as a result of
manipulation of the payer, as defined under the EBA fraud reporting guidelines —
see Section 20.63 of the Approach Document in Annex 3

— covering the requirement to monitor data on unauthorised and fraudulent
transactions for PSPs making use of the exemptions to strong customer
authentication. PSPs are required to provide these data on request to either the
FCA or EBA —see Section 20.68 of the Approach Document in Annex 3.

Q7: Do you agree with our proposed approach to the
application of the strong customer authentication
requirements and associated exemptions? If not, please
explain why.

16

—



5.1

5.2

5.3

5.4

5.5

5.6

5.7

5.8

Financial Conduct Authority CP18/25
Approach to final Regulatory Technical Standards and EBA guidelines Chapter 5
under the revised Payment Services Directive (PSD2)

5 Fraud and complaints reporting

Since we published our approach to fraud reporting under PSD2 in September 2017,
there have been a number of relevant developments. The European Banking Authority
(EBA) has concluded its work to introduce its Guidelines on fraud reporting under

the Payment Services Directive 2 (PSD2) (EBA fraud reporting guidelines) that aim to

harmonise reporting across the EU. The FCA and the Payment Systems Regulator
(PSR) have also continued work to address authorised push payment fraud (APP fraud).
This section discusses changes we propose relating to both developments.

Changes to fraud reporting following final EBA fraud reporting guidelines

PSD2 requires PSPs to provide to their competent authorities, at least annually,
statistical data on fraud relating to different means of payment. Competent authorities
are required to provide these data in aggregated form to the EBA and European
Central Bank (ECB).

The Directive does not specify what these statistical data should include or how the
data should be reported.

As such, in September 2017, we published final rules to require all PSPs, from 13 January
2018, to collect the fraud data specified in Form REPO17, on an annual basis.

At that time, the EBA was developing fraud reporting guidelines, to harmonise the
reporting across the EU, but these were not in place in time for firms to start recording
data under them from 13 January 2018. We said at the time that once the EBA finalised
its guidelines, we would update our approach (eg, how and when we would replace
REPO17).

The EBA fraud reporting guidelines were finalised in July 2018. We support the
intention of these guidelines —to collect important data on fraud. We propose to
replace REP0O17 with an updated form that reflects these guidelines.

Responses to the EBA consultation on the fraud reporting guidelines and subsequent
discussions within the FCA's PSD2 Stakeholder Liaison Group suggest that certain of
the more detailed elements of the reporting required by the guidelines would impose
considerable burdens on some PSPs. Nevertheless, to date we have not received
sufficiently compelling evidence from stakeholders to convince us that we should not
comply with the guidelines.

Our proposal

We propose changes to SUP 16 to direct payment service providers (PSPs) to submit
anew form replacing REPO17. The proposed new REPO17 form and draft notes on

how to complete it can be found in Appendix 1. The FCA is under a duty to make best
efforts to comply with such guidelines. Nonetheless we are keen to understand from
stakeholders any practical challenges or concerns that might be faced in implementing
the guidelines.

17


https://www.eba.europa.eu/documents/10180/2281937/Guidelines+on+fraud+reporting+under+Article+96%286%29%20PSD2+%28EBA-GL-2018-05%29.pdf
https://www.eba.europa.eu/documents/10180/2281937/Guidelines+on+fraud+reporting+under+Article+96%286%29%20PSD2+%28EBA-GL-2018-05%29.pdf
https://www.psr.org.uk/sites/default/files/media/PDF/PSR-APP-Scams-report-consultation_1.pdf

CP18/25
Chapter 5

5.9

5.10

5.11

5.12

5.13

5.14

5.15

18

Financial Conduct Authority
Approach to final Regulatory Technical Standards and EBA guidelines
under the revised Payment Services Directive (PSD2)

The EBA fraud reporting guidelines do not require account information service providers
(AISPs) to report fraud data. However, the Payment Services Regulations (PSRs) 2017
require all PSPs, including AISPs to report statistical data on fraud resulting from their
own services. To help AISPs to comply with this requirement, we will continue to request
fraud data from AISPs. Details on the data we propose to collect from AISPs can be
found in Appendix 1.

We will direct banks, building societies, authorised payment institutions and authorised
e-money institutions to provide 6 monthly data. This is a change from our current
requirements for annual reporting for all PSPs. We believe that the frequency

of reporting set out for different firms in the EBA fraud reporting guidelines is
proportionate. It will allow the FCA to monitor more up-to-date data more frequently
for larger firms reporting. Small payment institutions and small e-money institutions
will be directed to report the data annually but this will still have to be broken down into
6 month periods according to the guidelines.

We propose changes to Chapter 13 —on reporting and notifications in the Payment
Services and E-Money Approach Document (Approach Document) —to reflect the new
reporting requirements.

We are also considering how to make use of the data (other than for Supervision) in
ways which can be beneficial for PSPs and consumers. We welcome feedback from
PSPs on whether sharing anonymised, aggregated data with PSPs and their trade
bodies would be beneficial and whether PSPs would find it useful for us to publish the
datain an aggregated form.

Q8: Do you agree with our approach to implementing the EBA
fraud reporting guidelines? If not, please explain why.

Q9: Do you have any feedback on how the FCA can best use

the data we would receive under the EBA fraud reporting
guidelines?

Introduction of complaints reporting relating to APP fraud

This sectionis relevant to both PSPs subject to the PSRs 2017 and to credit unions.

On 23 September 2016, Which? submitted a Super Complaint to the PSR, which

was also sent to the FCA regarding the consumer safeguards for authorised push
payments. Which? had concerns that there is currently insufficient protectionin place
for consumers who have been victims of fraud where the customer authorises a
payment (in contrast to unauthorised payments ie, where a stolen credit card is used to
make payments). Which? noted that consumers making other types of payment have
more protections. For example, card payments (under the Consumer Credit Act 1974);
‘chargeback rules' for debit cards; and direct debits (under the Direct Debit Guarantee).

An authorised push payment occurs where the customer gives their consent for a
payment to be made, usually by credit transfer, from their account to another account.
APP frauds involve the customer being tricked, eg, into consenting to a payment being
sent to a fraudster's account, rather than an intended recipient.

—
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In June 2018 (CP18/16), we consulted on rules to require PSPs and credit unions
to handle complaints where they have received funds that have been transferred
as aresult of an alleged APP fraud in line with the Dispute Resolution: Complaints
sourcebook (DISP).

We also proposed to allow eligible complainants to refer these complaints to the
Financial Ombudsman Service if they are unhappy with the outcome reached by the
PSP, or if they have not received a response to the complaint.

CP18/16 included a draft definition of APP fraud, which can be found in Appendix
1. It should be noted that APP fraud is not the same as 'manipulation fraud' which is
required to be monitored and reported by PSPs under PSD2.

In April 2017 (CP17/11), we consulted on rules to require all PSPs to report data on
complaints about payment services and e-money, using a new reporting form called
"The Payment Services Complaints Return’. At that point, we proposed that the data
reported to us should describe which types of payment service the complaint was
about. The proposals did not ask PSPs to provide any information about APP fraud
complaints.

Our proposal

We now propose to require all firms and PSPs to record and report data on complaints
they have received about alleged APP fraud using the Payment Services Complaints
Return (see Appendix 1). Because credit unions may also be the recipients of

funds transferred as a result of APP fraud, we are proposing to amend credit union
complaints reporting rules. This is the only proposed rule in this CP relevant to credit
unions. These data may be reported externally on the FCA website, and would be
visible to PSPs and consumers.

We propose to add relevant fields to the Payment Services Complaints Return as
illustrated in Appendix 1 and the Credit Union Complaints Return, also in Appendix 1.

We will use these data to understand whether there has been progress on tackling APP
fraud, and to inform our supervisory work.

Q10: Do you agree with our proposal to require PSPs and Credit
Unions to record and report data on complaints they have
received about alleged APP fraud in general? If not, please
explain why.

Additions to guidance related to APP fraud

We have also made some changes to Chapter 8 (Conduct of Business) of our Approach
Document, relating to APP fraud and related regulatory and industry initiatives. These
are discussed below.

Misdirected payments

Under PSD2, where a payment service user authorises a payment to the wrong sort
code and account number, PSPs are required to make reasonable efforts to recover
the funds. The payee's PSP must co-operate with the payer's PSP inits efforts to
recover the funds, specifically by providing all relevant information to the payer's PSP.
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A similar problem with recovery of funds can occur whether a customer themselves is
defrauded into sending funds to the wrong sort code and account number or does so
mistakenly.

Our proposal

The same cooperation should be put in place whether the payment service user
provides an incorrect sort code and account number by mistake or as a result of being
deceived into providing the account number and sort code of an account held by a
person other than the person they intend to send the money to. We propose to clarify
this in the Approach Document —see Section 8.296 in Annex 3.

Q11: Do you agree with our proposed Approach Document
text clarifying our expectations in relation to PSPs’
requirements where the wrong unique identifiers are
used? If not, please explain why.

Clarifying guidance in light of the contingent reimbursement code

Where customers pay using credit transfers, the payment type requires that the
customer will have authorised the payment to '‘push’ funds to the payee. Under PSD2,
itis the customer's responsibility to provide the correct sort code and account number
when making a credit transfer. A customer may not be entitled to be reimbursed by its
PSP, even where they have inadvertently sent money to the wrong account.

The Which? Super Complaint has drawn attention to scenarios where a customer has
authorised a payment by providing account details to their PSP, but has been subject to
ascam.

The PSR has established a steering group, consisting of PSPs and consumer
representatives, that is developing a voluntary contingent reimbursement industry
code that would help to address cases of customer harm due to APP fraud. Under

this code, if a PSP could have taken steps to prevent instances of APP fraud (such as
shutting down the accounts of fraudsters, or implementing confirmation of payee), the
PSP will voluntarily help to reimburse those customers.

Our proposal

We propose to refer to the development of the contingent reimbursement code in our
Approach Document (see Section 8.297 in Annex 3). We will also remind PSPs that they
are under an obligation to comply with legal requirements to deter and detect financial
crime as detailed in Approach Document Chapter 19 —Financial Crime.

Q1iz: Do you agree with our proposed Approach Document text
clarifying guidance in light of the contingent reimbursement
code developments? If not, please explain why.

—
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6 Other changes to the Approach
Document

We propose several consequential changes to various chapters of the Payment
Services and E-Money Approach Document. These will ensure the Approach
Document remains up-to-date, following a number of other EU Regulatory Technical
Standards and guidelines that have been finalised, and following our experience since
we published the Approach Document in September 2017. The changes are as set out
below:

Introduction (Chapter 1)

We propose to update the introduction chapter to reflect that:

o the Regulatory Technical Standards for strong customer authentication and
common and secure open standards of communication (SCA-RTS) are now final

e deadlines for firms to be re-authorised or re-registered under PSD2 in order to
continue operating have now passed or will have.

Authorisations (Chapter 3)

We propose changes to guidance on the process for authorisation under PSD2. These
changes reflect our experience of authorising and registering firms since October
2017. The proposed changes can be found in tracked changes in Annex 3 and include:

o clarifying the information needed in applications

e providing further examples in the guidance to help those applying to understand the
requirements for PSD or EMD individuals

o clarifying what should be covered by professional indemnity insurance

Passporting (Chapter 6)

When we published the Approach Document in September 2017, we included a chapter
on passporting. This was based on draft Regulatory Technical Standards specifying

the method, means and details of the cross-border cooperation between competent
authorities in the context of passporting notifications of payment institutions
(Passporting RTS). We said we would update the Approach Document after the
Passporting RTS are published in the Official Journal and take effect. The Passporting
RTS has now been published. We propose to update the Approach Document
accordingly.
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Conduct of business (Chapter 8)

We have made some changes to Chapter 8 to align it with rules and guidance which
were in draft when we published the Approach Document, but which are now final.
Some of these changes reflect developments in the market or industry requests for
clarity. We have also made the changes relating to authorised push payment (APP)
fraud discussed in the previous chapter.

Reporting and notifications (Chapter 13)

We have proposed amendments to Chapter 13 to include information on how to
submit the additional notifications and new or additional reports discussed above.
The Chapter 13 changes should help sign-post firms to the relevant rules, guidance or
submission methods.

Q13: Do you agree with our other changes to the Approach
Document? If not, please explain why. Please provide
sectionreferences in your response.
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7 Other changes to Perimeter Guidance and
Handbook

Following publication of our Policy Statement in September 2017, we have identified
the need for some changes and corrections to our Perimeter Guidance Manual (PERG).

Agents of registered account information service providers (RAISPs)

Under regulation 34 of the Payment Services Regulations (PSRs) 2017 (as amended

by The Payment Systems and Services and Electronic Money (Miscellaneous
Amendments) Regulations 2017 SI 1173/2017) authorised payment institutions, small
payment institutions and registered account information service providers (RAISPs)
may not provide payment services through an agent unless the agent is registered with
the FCA.

Anagentis a person who acts for a payment institution (Pl), e-money institution (EMI)
or RAISP (their 'principal’) in the provision of payment services.

The principal is responsible for all their agents' activities when they are providing the
principal’s service. The PSRs 2017 require payment service users to be informed of

the agency arrangement, as well as the name of the payment service provider (PSP).
This means that it should always be clear to a customer that they are receiving the
principal’s service through an agent, and who the principalis. This is important because
the customer will have a right of recourse if something goes wrong with the principal.
An agent that provides payment services to customers on its own behalf rather than
forits principalis likely to be in breach of the prohibition in regulation 138 of the PSRs
2017 (prohibition on provision of payment services by persons other than PSPs) and
would need their own authorisation or registration.

Proposal

For account information services there may be more than one business involved in
obtaining, processing and using payment account information as part of providing

an online service to a customer. We are proposing additional guidance to clarify how
agency arrangements might work in these circumstances and more generally to cover
other PSPs.

An AISP can appoint an agent, but because an agent can only provide its principal's
payment services, the agent cannot provide account information services in its own
right. This means that if an AISP (Firm A) passes payment account data to another firm
(Firm B), and Firm B uses that data to provide account information services (AIS) to its
customers, Firm B must be authorised or registered with permission to provide AlS.

However, if Firm B is acting as Firm A's agent it may present Firm A's AIS service

to users through its own platform, eg, its website or application, without beingin
breach of the prohibition in regulation 138. It must be clear to the customer who they
are dealing with and that Firm Bis acting as agent of Firm A, the principal. This may
include, eg, using Firm A's branding within Firm B's application or website. Further,
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the agreement for the provision of AIS will be between the customer and Firm A, the
principal. We have provided draft guidance on this in Appendix 1.

Q14: Do you agree with our proposed changes to PERG
regarding agents? If not, please explain why.

Perimeter guidance on e-commerce platforms

Question 33A of Chapter 15 of PERG gives guidance on whether the PSRs 2017 apply
to e-commerce platforms that collect payments from buyers of goods and services
and then remit the funds to the merchants that sell goods and services. We consulted
on this guidance in our April 2017 consultation on the implementation of PSD2.

Proposal

We are now proposing to add an additional example of a type of e-commerce
platform that we expect is likely to fall within the scope of the PSRs 2017. Specifically,
we propose to clarify that we would generally expect an e-commerce platform that
provides so-called escrow services as a regular occupation or business activity to be
offering payment services that are subject to the PSRs 2017, although the individual
circumstances of a particular case will always need to be taken into account (see
Appendix 1).

Q15: Do you agree with our proposed changes to PERG regarding
e-commerce platforms? If not, please explain why.

Closed loop gift cards

When we originally consulted on implementation of PSD2, we were asked by
stakeholders to clarify whether ‘closed-loop’ gift cards, that do not come under the
definition of e-money, were within scope of the limited network exclusion (LNE) and
subject to the notification requirements for businesses operating under this exclusion.
We acted on this feedback by amending Question 40 of PERG to clarify that excluded
instruments under the LNE could include store cards, eg, closed-loop gift cards.

We have since received feedback that the term has different interpretations and is
causing confusion amongst industry participants.

Proposal

We consider that 'gift cards' are not payment instruments in the way that is intended in
PSD2 where the issuer is a retailer and the gift card can only be used to obtain goods
or services from that retailer. We propose to make this clarification in PERG (see
Appendix 1).

The outcome of changes to this guidance will be that notifications would not be
expected fromissuers of gift cards (such as retailers) where the issuer is the only
possible beneficiary when the gift cardis 'spent’. That includes retailers that issue their
own gift cards.

We propose to remove reference to ‘closed loop’ and provide further clarification.

—
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Q1e6: Do you agree with our proposed changes to PERG
regarding closed loop gift cards? If not, please explain why.

Other changes

7.15 We propose to make the following minor changes to PERG:

o Update 'e-money'in the Handbook to reflect the changes to the electronic
communication exclusion and limited network exclusion made by PSD2 (see
Appendix 1)

Q17: Do you agree with these changes to PERG? If not, please
explain why.
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Questions in this paper

Q1:

Q2:

Q3:

Q4:

Q5:

Qe6:

Q7:

Qs8:

Qo:

Q10:

Q11:

Do you agree with our approach to assessing requests
for exemption to the contingency mechanism and our
related guidance? If not, please explain why.

Do you agree with our proposal to require quarterly
submission to us of the quarterly statistics ASPSPs are
required to publish under the SCA-RTS? If not, please
explain why.

Do you agree with our approach to receiving reports
about problems with dedicated interfaces? If not, please
explain why.

Do you agree with our changes to the Approach
Document to reflect the EBA exemption guidelines, EBA
Opinion and the SCA-RTS? If not, please explain why.

Do you agree with our approach to receiving
notifications relating to the fraud rate? If not, please
explain why.

Do you agree with our proposed approach to the
corporate payment exemption? If not, please explain
why.

Do you agree with our proposed approach to the
application of the strong customer authentication
requirements and associated exemptions? If not, please
explain why.

Do you agree with our approach to implementing the
EBA fraud reporting guidelines? If not, please explain
why.

Do you have any feedback on how the FCA can best use
the data we would receive under the EBA fraud reporting
guidelines?

Do you agree with our proposal to require PSPs and
Credit Unions to record and report data on complaints
they have received about alleged APP fraud in general? If
not, please explain why.

Do you agree with our proposed Approach Document
text clarifying our expectations in relation to PSPs’
requirements where the wrong unique identifiers are
used? If not, please explain why.



Q12:

Q13:

Q14:

Q15:

Q1le6:

Q17:

Q1s:
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Do you agree with our proposed Approach Document
text clarifying guidance in light of the contingent
reimbursement code developments? If not, please
explain why.

Do you agree with our other changes to the Approach
Document? If not, please explain why. Please provide
section references in your response.

Do you agree with our proposed changes to PERG
regarding agents? If not, please explain why.

Do you agree with our proposed changes to PERG
regarding e-commerce platforms? If not, please explain
why.

Do you agree with our proposed changes to PERG
regarding closed loop gift cards? If not, please explain
why.

Do you agree with these changes to PERG? If not, please
explain why.

Do you agree with the cost and benefits we have
identified? If not, please explain why.
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Annex 2
Cost benefit analysis

Introduction

The Financial Services and Markets Act (FSMA), as amended by the Financial Services
Act 2012, requires us to publish a cost benefit analysis (CBA) of any rules we propose
under FSMA. Specifically, section 138l requires us to publish a CBA of proposed rules,
defined as 'an analysis of the costs, together with an analysis of the benefits that will
arise if the proposed rules are made'. It also requires us to include estimates of the
costs and benefits, unless they cannot reasonably be estimated or it is not reasonably
practicable to produce an estimate. This requirement to produce a CBA for rules made
under FSMA does not apply in specified instances, including where the proposed rules
would resultin no or only a minimal increase in costs for businesses.

Some of the changes we propose will be made under FSMA, such as proposed changes
to the Dispute Resolution: Complaints sourcebook (DISP) on complaints reporting.
The changes made under FSMA will be subject to our FSMA CBA obligation unless an
exemption applies.

However, most of the changes in this CP will be made under powers given to us in the
PSRs 2017:

e our proposals for guidance in the revised Approach Document and PERG will be
made under regulation 120 of the PSRs 2017

o the majority of our proposals for reporting and notifications will be made using our
powers to impose reporting requirements under regulation 109 of the PSRs 2017, or
various powers to specify the form and content of notifications

We are not required to publish a CBA in relation to the exercise of our powers under
the PSRs 2017, as drafted. However, regulation 106 (3) of the PSRs 2017 states

that we must have regard to (among other things) the principle that a burden or
restriction whichis imposed on a person, or on the carrying on of an activity, should
be proportionate to the benefits. To assist us in assessing the proportionality of
our proposals, we have considered whether they impose costs on payment service
providers (PSPs) beyond those which are inherent in the PSRs 2017 and related
legislation, such as European Commission delegated regulations developed by the
European Banking Authority (EBA).

Overall cost of PSD2 implementation

We recognise that businesses will incur material costs complying with PSD2.
The broader costs have been considered by the European Commission, the UK
Government and the European Banking Authority:

o The European Commission carried out animpact assessment, which it published
with its directive proposal in July 2013.
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e The Treasury has published its own draft impact assessment for its proposed
implementation approach. The Treasury has stated that its approachis to copy out
PSD2's provisions where possible in creating the PSRs 2017, but to keep using the
Member State derogations exercised in the implementation of PSD, to ensure the
payment services regime remains, as far as possible, tailored for the UK payments
market. The European Banking Authority has published a cost benefit analysis and
impact assessment for its development of the Regulatory Technical Standards on
strong customer authentication and common and secure communication under
Article 98 of Directive 2015/2366 (PSD2) (SCA-RTS).

We have taken the European Commission, the Treasury's and the European Banking
Authority's respective impact assessments into account and so have not repeated the
analysis presented there in this CBA.

Our implementation approach

The proposals in this paper are designed to make sure the aims of PSD2 and related
technical standards and guidelines are realised in the UK, and that we are able to
effectively monitor and enforce compliance with the PSRs 2017 and related rules.

We also seek to advance our statutory objectives, in particular ensuring an appropriate
level of consumer protection and promoting effective competition in the interests of
consumers.

The amendments to our rules (eg, in the Supervision Manual and DISP) are intended to
ensure that our Handbook is compatible with the PSRs 2017.

We have also significantly revised our Approach Document. The revised Approach
Document aims to help PSPs understand their regulatory obligations, particularly
those additional requirements which apply from 14 September 2019. It does not
impose new or additional obligations.

Summary of our analysis

We are providing a separate CBA for each proposal, alongside a summary of the
analysis, below. We have not quantified costs where we have only carried out a high-
level CBA because we are not adding costs beyond what is required in PSD2. We do
not provide a summary of the benefits in the table below, as we have not quantified
benefits; instead we provide a qualitative analysis of benefits within each respective
CBA.

In estimating the number of businesses affected by each proposal, we have generally
used the total potential population, based on the regulatory permissions that
businesses have. This is likely in many cases to overestimate the actual number of
firms affected.
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Summary of the CBA
Estimated
Type of number of Estimated
business businesses cost per
Proposal affected effected business Total costs
1 Contingency ASPSPs 1092 No significant No significant
mechanism additional cost | additional cost
exemption request imposed above | imposedabove
EU obligations EU obligations
2 Reporting of ASPSPs 1092 Negligible Negligible
quarterly statistics
on performance
and availability
3(a) | Notification ASPSPs, AISPs, | ASPSPs:1092 No significant No significant
of problems PISPs and AISPs PISPs and | additional cost additional cost
with dedicated CBPIIs CBPIls: around imposed above | imposedabove
interfaces 802 EU obligations EU obligations
3(b) | Notification PSPs 1557 No additional No additional
when fraud rate is costimposed costimposed
exceeded above EU above EU
obligations obligations
4 SCA exemption PSPs 1557 Costs of Costs of
for corporate minimal minimal
payments significance significance
above EU above EU
obligations obligations
5 Fraud reporting PSPs 1557 No significant No significant
additional cost | additional cost
imposed above | imposedabove
EU obligations EU obligations
6 APP fraud PSPsand Credit | 1557 PSPs Seetext £70,000 per
complaints Unions and 475 Credit year ongoing
reporting Unions and £95,000
one-off
7 Minor or PSPs 1557 Negligible Negligible
consequential
changes to the
handbook
8 Approach PSPs 1557 Negligible Negligible
Document
9 Familiarisation PSPsand Credit | 1557 and 475 See text £645,000
costs with all of the Unions Credit Unions

proposals

Based on numbers of AISPs and PISPs authorised or pending authorisation as at date of publication
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Proposed Handbook changes and directions

1. Contingency mechanism exemption request

Proposals

The SCA-RTS will allow competent authorities to exempt providers that are building
dedicated interfaces to comply with SCA-RTS requirements, from having to build

a 'contingency mechanism’ which would be the 'fall-back’ access if the dedicated
interface failed. ASPSPs must have been granted this exemption in advance of

14 September 2019, or they will have to build the contingency mechanism.

While draft EBA exemption guidelines describe the criteria ASPSPs need to meet to be
granted an exemption, they do not specify how information to evidence compliance
should be provided to competent authorities or what exactly the information should be
in all cases.

The SCA-RTS and the EBA exemption guidelines are intended to introduce a common
approach across the EU. We have little discretion around their implementation.
However, the requirements for requesting the exemption are not set out in detail in
the RTS. This is why the EBA has consulted onits own guidelines to assist competent
authorities in their approach to exempting firms. The EBA exemption guidelines set
out the requirements and criteria ASPSPs should meet. However, they do not set out
exactly what information competent authorities should request to be satisfied that the
requirements and criteria are met.

We propose to specify the form, timing and content of requests for exemptions
under the SCA-RTS contingency mechanism requirements. Our changes will not add
significant additional obligations beyond what is required under PSD2, the SCA-RTS
and the guidelines.

Costs

Businesses preparing and submitting exemption requests may incur one off costs of
familiarising themselves with our guidance. There will also be costs associated with
gathering together the necessary information we propose to request (such as whether
SCA-RTS requirements are met by the design and implementation of their APl and
details of the customer journey). Those ASPSPs that have been subject to the CMA
order to develop APls and engaged in the work of the Open Banking Implementation
Entity should have this information to hand and costs should be minimal. Other
ASPSPs may need to undertake more detailed analysis. However, we have kept the
amount of information we ask for to a minimum based mainly on the EBA exemption
guidelines.

Benefits

We have engaged with ASPSPs that will be seeking the exemption from the
contingency mechanism. These ASPSPs have been keen that the FCA provides
additional clarity beyond what is set out in the EBA exemption guidelines. In doing so,
we believe our proposals will reduce overall costs for ASPSPs by reducing uncertainty
and helping with ASPSPs' investment decisions relating to their interfaces for SCA-
RTS compliance. This may prevent ASPSPs from having to invest in the contingency
mechanism because they will have more confidence in obtaining an exemption.
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2. Reporting of quarterly statistics on performance and availability

Proposals

Under the SCA-RTS, ASPSPs are required to publish quarterly statistics on the
availability and performance of their dedicated interfaces and, for comparison
purposes, the interfaces used by their payment service users.

We propose directions in SUP to require ASPSPs to submit the quarterly statistics to
us quarterly (see Appendix 1).

We think there will be negligible additional costs based on us requiring the reporting
through our systems. This will allow the benefits envisaged by the SCA-RTS (namely
that competent authorities can monitor the performance of interfaces) to be realised.

3(a&b). Notifications under the SCA-RTS

Proposals

Under the SCA-RTS, different firms are required to notify in different circumstances:
ASPSPs and third-party providers (TPPs) will need to report problems with dedicated
interfaces to the FCA; and PSPs must monitor their fraud rate and notify the FCA
where the reference fraud rate is exceeded.

To receive and record these notifications in a consistent manner, we are proposing
directions in SUP. This will include specifying a form, which firms will need to use to
submit notifications. The proposed notification forms and draft direction can be found
in Appendix 1.

We believe our approach does not add significant incremental costs to PSPs beyond
the costs imposed by the SCA-RTS.

Costs

Businesses may incur one off costs for developing processes and training staff to
capture the information which will be required by the SCA-RTS in the way we specify.
We have broken the notification forms down into parts and provided options to choose
from where relevant. This should make the forms easier to complete and enable us

to collect the information in a standardised manner across all notifying businesses.
Because our directions and the reporting form is relatively short and accompanied by
guidance in our Approach Document, the costs of firms familiarising themselves with
the requirements should be minimal.

Benefits

Submission of these notifications will be required under the SCA-RTS so we are
helping firms to meet their regulatory obligations. Giving firms a standardised way of
submitting the information will ensure consistency in the reporting we receive.

4. SCA-RTS exemption for corporate payments

Proposals

Under the SCA-RTS, PSPs are allowed not to apply strong customer authentication
for payments made by payers who are not consumers. This is only the case where

the payments are initiated electronically through dedicated payment processes or
protocols that are not available to consumers. Furthermore, the FCA must be satisfied
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that those processes or protocols guarantee at least equivalent levels of security to
those provided for by PDS2.

We considered developing a new process and form for firms to use to provide us with
the information we need to satisfy ourselves that a PSP meets the conditions to apply
the exemption. However, instead we propose to clarify that the information we need to
be satisfied should be included in the existing operational and security risk assessment
annual submission. This information will need to be provided, from 14 September 2019,
whenever the operational and security risk form is due to be submitted.

We believe our approach is likely to impose only costs of minimal significance to PSPs
beyond the costs imposed by PSD2, the SCA-RTS and the existing operational and
security risk assessment requirement.

5. Fraud reporting

Proposals

Under PSD2, PSPs must report statistical data on fraud relating to different types of
payment to the FCA, and we must onward report to the EBA and ECB. However, PSD2
does not specify the form in which the data should be reported. Before the deadline to
implement PSD2 (13 January 2018), we consulted on and introduced interim measures
to collect fraud data (REPO17).

The EBA then started work on guidelines to harmonise fraud reporting across the EU.
We propose changes to SUP 16 to direct PSPs to submit a new fraud reporting form
replacing REPO17 now that the EBA Guidelines on fraud reporting under the Payment
Services Directive® (EBA fraud reporting guidelines) are final. These guidelines are
addressed at both competent authorities and PSPs, both of which must make every
effort to comply with the guidelines.

We believe our approach does not add significant incremental costs to PSPs beyond
the costs already imposed by PSD2, the SCA-RTS and the EBA fraud reporting
guidelines.

Costs

PSPs will need to change systems to submit the new fraud report according to the EBA
fraud reporting guidelines. Some PSPs have indicated that current systems do not link
fraud reporting to geographic location of the transaction. As the EBA fraud reporting
guidelines were finalised in July 2018, we have relatively little time between the
publication of the guidance and the need to collect reporting data and therefore we
have been unable to collect cost data from firms. One major banking group estimated
the latter would have one-off costs of around £2 m. Representatives of PSPs have
indicated that the short lead time, due to the EBA's final guidelines being published
only recently, will mean transitioning to new reporting will be challenging and costly.
Under the approach to fraud reporting we introduced for January 2018 (REP017), all
PSPs report fraud statistics annually. Under the EBA fraud reporting guidelines, PSPs
will need to report data twice yearly, excluding small PSPs* which will need to report
annually. The EBA fraud reporting guidelines require these small PSPs nevertheless to
provide a 6 month breakdown in their annual report.

3 https:/www.eba.europa.eu/-/eba-publishes-final-guidelines-on-fraud-reporting-under-psd2

4 Small payment institutions, small e-money institutions and registered account information service providers
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The EBA guidelines omit data collection relating to newly regulated account information
service providers (AISP). These providers are legally in scope of the reporting, as they

are caught by the definition of payment service provider, but they were not included in
the guidelines because they are not involved in payment transactions. We are currently
collecting AISP fraud data because we are interested in any fraud trends associated with
this type of provider and harms relating to data. We propose to continue requiring AISPs
to submit fraud data. AISPs will need to meet costs of changing the reporting form (as we
migrate to a new reporting form for all PSPs). However, the additional costs associated
with collecting the data will be minimal, as AISPs should already be collecting data.

Benefits

Industry figures put losses due to financial fraud at nearly £1 billion in 2017.°
Implementing the EBA fraud reporting guidelines will enable us to collect more detailed
and more frequent fraud data. We will be able to use these data to identify trends and
patternsin fraud affecting different payment types. In particular, we will receive data
which may help us to understand whether new requirements for strong customer
authentication have helped to reduce fraud.

6. APP fraud complaints reporting

Proposals

We propose to require PSPs and Credit Unions to record and report data on complaints
they have received about alleged APP fraud in general. We propose to add to the
Payment Services Complaints Return as illustrated in Appendix 1 and the Credit Union
Complaints Return also in Appendix 1. The data collected will serve as an indicator

of progress on reducing APP fraud and help to inform our supervisory work. Some of
these data may be published by the FCA, making it visible to firms and consumers.

Costs

We expect most PSPs affected by our proposals are already subject to DISP, and
required to report complaints. We would expect that firms already collect such
information and therefore the additional costs for firms will be relatively minor. Credit
Unions are already subject to DISP.

We anticipate firms will incur costs in gathering, checking and reporting the data. To
estimate the ongoing cost of reporting complaints data, we have reviewed previous
FCA and FSA cost estimates for previous similar complaints reporting requirements.
Based on this review and accounting for inflation since previous estimates, we
estimate per-firm ongoing costs of providing complaints data to be around £400 for
large firms, £70 for medium-sized firms and £20 for small firms. Over the population
of PSPs and Credit Unions affected (estimated to be 57 large firms, 194 medium-sized
firms and 1,781 small firms), we therefore estimate total ongoing costs to be around
£70,000 per year.

We also estimate the cost for firms of conducting a legal review of these proposals
given they are a new requirement. It is assumed that 4 legal staff at large firms, 2 legal
staff at medium firms, and 1 member of legal staff at small firms will review the legal
instrument associated with APP complaints reporting. Itis further assumed that each
legal staff member can review 50 pages of legal text per day. Finally, using data on
salaries from the Willis Towers Watson UK Financial Services survey the hourly legal

5 In 2017, fraud losses on cards totalled £566 m and Losses due to authorised push payment scams totalled £236 m
https:/www.ukfinance.org.uk/wp-content/uploads/2018/03/UKFinance_2017-annual-fraud-update-FINAL.pdf
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staff salary is assumed to be £66 at large firms, £66 at medium firms, and £51 at small
firms, including 30% overheads.

Using these assumptions, we expect firms to incur one-off legal review costs of
around £95,000.

Benefits

Our complaints reporting proposals enable the FCA to monitor the level of complaints
atindividual firms. This will enable high levels of complaints to be identified and
supervisory action to be directed to areas where harm may be occurring. This should
deliver greater levels of consumer protection from fraud.

Any data published on the FCA website will be visible to PSPs, Credit Unions and
consumers helping to provide transparency on this issue.

It is not reasonably practicable to quantify the benefits of our proposals. This is
because without collecting these data we are unable to say where harm may be
occurring or how supervisory action may reduce this harm.

7. Minor or consequential changes to the Handbook

We propose a number of consequential changes to the Handbook as a result

of changes imposed by the implementation of PSD2. These include changes to
definitions in the glossary. As these changes simply reflect PSD2, we do not believe
they will result in additional costs for businesses, and so we do not conduct a CBA.

8. Approach Document

We amend or add new guidance to the Approach Document to reflect regulatory
technical standards and guidelines under PSD2 which have been finalised since we first
published the revised Approach Document in September 2017. PSD2 is a maximum
harmonising directive, and we believe that our guidance reflects a reasonable
interpretation of PSD2, the PSRs 2017 and related technical standards and guidelines.
We do not believe the guidance in the revised Approach Document adds any material
cost onto businesses, and so we do not conduct a CBA.

9. Other costs

Finally, we estimate familiarisation costs from all the proposals in this CP by assuming
that staffin firms affected by PSD2 will read the policy documentation. We anticipate

a total of 2,032 firms are affected by the proposals (57 large, 194 medium and 1,781
small). We do not estimate legal review costs for the elements of the proposed new

rules that are non-discretionary. We assume that 20 compliance staff at large firms, 5
compliance staff at medium firms, and 2 compliance staff at small firms read the relevant
documentation. Using data on salaries from the Willis Towers Watson UK Financial
Services survey, the hourly compliance staff salary is assumed to be £57 at large firms,
£60 at medium firms, and £42 at small firms. Assuming a reading speed of 100 words per
minute, total one-off familiarisation costs are estimated at around £560,000.

We also estimate the familiarisation costs arising from the APP fraud complaints
reporting for Credit Unions. 475 Credit Unions will be affected (1 medium and 474 small).
Using the same assumptions as above but for the relevant policy documentation for
Credit Unions, we estimate total one-off familiarisation costs of £85,000.

Q1s: Do you agree with the cost and benefits we have
identified? If not, please explain why.
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Annex 3
Proposed Approach Document additions and
amendments



Annex 3
Proposed amendments to the Approach
Document

The FCA’s role under the Payment Services
Regulations 2017 and the Electronic Money
Regulations 2011

Changes to the following chapters:

Preface

Chapter 1 — Introduction

Chapter 3 — Authorisations and registration
Chapter 6 - Passporting

Chapter 8 — Conduct of Business requirements
Chapter 13 — Reporting and notifications

Chapter 17 — Payment initiation and account information services and confirmation of
availability of funds

Chapter 18 — Operational and security risks
New chapter:

Chapter 20 — Authentication

[please note: new text is underlined; and deleted text is struck through]



Preface

This document will help businesses to navigate the Payment Services Regulations 2017 (PSRs
2017)! and the Electronic Money Regulations 2011 (EMRs) (together with our relevant rules
and guidance), and to understand our general approach in this area. It is aimed at businesses
that are, or are seeking to become:

e authorised payment institutions or small payment institutions (collectively — PIs)

e authorised e-money institutions or small e-money institutions (collectively — EMISs)

e registered account information service providers (RAISPs)

e credit institutions, which must comply with parts of the PSRs 2017 and EMRs when
carrying on payment services and e-money business

The first version of the Payment Services Approach Document was issued in April 2009. Since
then we have kept the document under review and have updated it to clarify our interpretation
of the Payment Services Regulations 2009 (PSRs 2009) and answer businesses’ questions.
When the second Electronic Money Directive (2EMD) was implemented in the UK on 30 April
2011 through the EMRs, we produced a separate Approach Document for the e-money regime.

Fhis-In September 2017, we merged our Approach Documents on the PSRs and the EMRs

Approach-Document-has-been—updated-througheut-to reflect_changes brought about by the
introduction of the revised Payment Services Directive (PSD2)?, other changes in the market

since our original guidance was issued and as a response to feedback received to our Call for
Input (published in February 2016) and to CPs 17/11 and €P-17/22{publishedin-AprH-and
July 2017 respectively).

In July 2018, we published a second version of the Payment Services and Electronic Money
Approach Document to incorporate new guidance on operational and security risk under PSD2
and other minor amendments®.

We have updated this latest version of our Approach Document to reflect:

e the finalisation of European rules on passporting and home-host supervision

e the finalisation of European rules on strong customer authentication and common
and secure communication and related guidance

e changes to fraud reporting requirements

e minor changes to clarify our quidance

Our consultation papers and feedback statements can be accessed on our website.

1 As amended by the Payment Systems and Services and Electronic Money (Miscellaneous Amendments) Regulations 2017, available at
www. legislation.gov.uk/uksi/2017/1173/contents/made.

2 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the internal
market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36EU and Regulation 1093/2010, and repealing Directive 2007/64/EC.
3 We consulted on the proposed changes in CP 18/6 (published in March 2018)






1. Introduction

[Excerpts for consultation]

The payment services and e-money regulatory regime

[1.3] PSD2 requires the European Banking Authority (EBA) to produce a number of
technical standards and guidelines for the implementation of PSD2. Where relevant,
these should be read alongside this document. The EBA will provide further
clarifications via use of the EBA’s Single Rulebook question and answer tool®.

[....]

[1.9] The PSRs 2017 replace the Payment Services Regulations 2009 and make the
following changes to the regulatory regime:

Amend the authorisation and prudential regime for PSPs and e-money issuers
that are not banks or building societies (and so otherwise authorised by us). Such
businesses are known as authorised payment institutions (authorised Pls) and
authorised e-money institutions (authorised EMIs). Authorised Pls and
authorised EMIs can passport their services to other European Economic Area
(EEA) States. Because of their UK authorisation, they have the right to establish
or provide services across the EEA.7 The exercise of passporting rights is
amended through the PSRs 2017 as well as the EBA Regulatory Technical
Standards on passporting under PSD28. Further information can be found in
Chapters 3 — Authorisation and registration, 6 — Passporting and 9 —
Capital resources and requirements.

Continue to allow PSPs and e-money issuers operating beneath certain
thresholds to be registered instead of obtaining authorisation (regulation 14 of
the PSRs 2017 and regulation 13 of the EMRS). Such small Pls and small EMIs
are unable to passport. See Chapter 3 — Authorisation and registration and
Chapter 6 — Passporting for further information.

Continue to exempt certain PSPs (e.g. banks) from PSD2 authorisation and
registration requirements.

6 http://www.eba.europa.eu/single-rule-book-ga

7 At the time of publishing this Approach Document, PSD2 has been adopted under scrutiny by the EEA. It has not yet been incorporated
into the EEA Agreement or come into force in Norway, Liechtenstein or Iceland. For clarity, we will refer to PSD2 throughout this
Approach Document as if it has been incorporated into the EEA Agreement and has come into force in Norway, Liechtenstein and Iceland.
8 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R2055&from=SL
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Apply requirements to Pls regarding changes in qualifying holdings, so that the
requirement (which already applied to EMIs) that individuals wishing to acquire
or divest shares — when they pass a given threshold — are required to notify us.
See Chapter 4 — Changes in circumstances of authorisation and registration
for further information.

Make changes to the appointment of agents. See Chapter 5 — Appointment of
agents for further information.

Make changes to the conduct of business requirements. This means
requirements for information to be provided to payment service users, and
specific rules on the respective rights and obligations of payment service users
and providers. See Chapter 8 — Conduct of business requirements for further
information. In addition, banks and building societies need to comply with the
Banking: Conduct of Business Sourcebook (BCOBS).

Make changes to the requirements regarding safeguarding. See Chapter 10 —
Safeguarding for further information.

Make changes to the rules governing the access to payment account services
that credit institutions provide to other PSPs. The rules state that access should
be proportionate, objective and non-discriminatory (POND). See Chapter 16 —
Payment service providers’ access to payment account services for further
information.

Introduce two new payment services (account information services (AIS) and
payment initiation services (PIS)) and set out requirements and rights around
when and how payment accounts can be accessed. Changes relating to these
new payment services can be found throughout this document. See Chapter 17
— Payment initiation and account information services and confirmation of
available funds for further information.

Make changes to the rules governing access to payment systems. The rules state
that access should be proportionate, objective and non-discriminatory (POND),
subject to certain exemptions. See the Payment Systems Regulator’s
Approach Document for further information.

Introduce new requirements for all PSPs to manage the operational and security

risks relating to the payment services they provide. This includes establishing
and maintaining effective incident management procedures and submitting
reports to us. See Chapter 18 — Operational and security risks and Chapter
13 — Reporting and notifications for further information.



https://www.handbook.fca.org.uk/handbook/BCOBS/

e Introduce requirements for the security of payments and for communication
between PSPs in accordance with the EBA Regulatory Technical Standards on
strong customer authentication and common and secure communication (SCA-
RTS). See Chapter 17 — Payment initiation and account information
services _and confirmation of availability of funds and Chapter 20 —
Authentication for further information.

Implementation dates and transitional provisions




3.1

3.2

3.3

3.4

3.5

3.6

3. Authorisation and registration

This chapter sets out how we will apply the Payment Services Regulations 2017 (PSRs
2017) and Electronic Money Regulations 2011 (EMRs) dealing with:

e authorisation of payment institutions (authorised PIs) and e-money
institutions

e (authorised EMIs) (Part I)

e registration of small payment institutions (small Pls) and small e-money
institutions

e (Small EMIs) (Part 1)

e registration of businesses only providing account information services
(registered

e account information services providers — RAISPs) (Part 111)

e decision-making process (Part IV)

e transitional provisions (Part V)

For information on notifications relating to exclusions please see Chapter 13 —
Reporting and notifications.

Introduction

A UK business that provides payment services (as defined in the PSRs 2017) as a regular
occupation or business activity in the UK needs to apply to us to become either an
authorised PI, a small PI or a registered account information service provider (RAISP),
unless it is already another type of payment service provider (PSP) or is exempt or
excluded.

Being a small Pl is an option available to businesses with an average payment
transactions turnover that does not exceed €3 million per month and which do not provide
account information services (AIS) or payment initiation services (P1S). The registration
process is cheaper_and simpler than authorisation and has no ongoing capital
requirements, but there are_no passporting rights for small Pls nor may they provide
aceountinformation-services{AIS) or paymentinitiation-serviees{P1S}. The conduct of
business requirements still apply, as does access to the Financial Ombudsman Service by
small PIs’ eligible customers (see Chapter 11 — Complaints handling for more
information on access to the Ombudsman Service).

A UK business (or a UK branch of a business with its head office outside the European
Economic Area (EEA)) that intends to issue e-money needs to apply to us to become
either an authorised EMI or a small EMI, unless it has permission under Part 4A of the
Financial Services and Markets Act 2000 (FSMA) to issue e-money or is exempt. Being
a small EMI is an option available to UK businesses whose total business activities are
projected to generate average outstanding e-money that does not exceed €5 million.
Stmiarlyte-small PIS-Tthere are no passporting rights for small EMIs.

In accordance with regulation 32 of the EMRs, EMIs are allowed to provide payment
services without being separately authorised under the PSRs 2017. For UK businesses
Fthis includes payment services that are unrelated to the issuance of e-money, -




hhowever, small EMIs are not permitted to provide AlS or PIS. If a small EMI provides
payment services unrelated to the issuance of e-money, the limits on payment_volumes
are the same as for a small PI (i.e. the monthly average, over a period of 12 months, of
the total amount of relevant payment transactions must not exceed €3 million).
Regulation 78A of the EMRs has the effect of placing a requirement on EMIs authorised
before 13 January 2018 preventing them from providing AIS or PIS. Authorised EMIs
will need to apply to us to have this requirement removed (see Chapter 4 — Changes in
circumstances of authorisation and registration for more on how such applications

should be made). Smal-EMIs-cannotprovide- AlS-er-PIS:

3.7 Agents can be appointed by a PI, RAISP or EMI (the principal) to provide payment services

3.8

3.9

3.10

3.11  Application forms are available after registering on Connect. No work will be done on
processing the application until the full fee is received. The fee is non-refundable and

must be paid via Connect.

on the principal’s behalf. The principal accepts responsibility for the acts and omissions of
the agent and must apply for the agent to be registered on the Financial Services Register.
More information on agents is contained in Chapter 5 — Appointment of agents.

EMIs may also engage distributors to distribute and redeem e-money. A distributor
cannot provide payment services, and does not have to be registered by us — but
applicants will have to identify their proposed use of distributors at authorisation and,
where they engage distributors to distribute or redeem e-money in other EEA States,
provide their details in passporting applications (see Chapter 6 — Passporting).

The Financial Services Register is a public record of firms, individuals and other bodies
that are, or have been, regulated by the PRA and/or FCA. The Register includes
information about Pls, RAISPs and EMIs_and; their agents and the_ir EEA branches_of
Pls and EMIsanrd-RAISPs. This information is also included on a register maintained
by the European Banking Authority (EBA), together with information provided by the
competent authorities in other EEA States. This is available free of charge on the EBA’s
website.

Making an application for authorisation or registration

Anyone wishing to become authorised or registered needs to complete an application
form and submit it to us along with the required information and the application fee (more
information is available in Chapter 15 — Fees). Applicants that wish to operate through

agents will be charged an additional application fee.

3.12

Our commitment® to dealing with applications for authorisation or registration are as

follows:

e \We will tell you that we have received your application within 3 working
days.

° https://www.fca.org.uk/publication/corporate/our-approach-authorisation.pdf p. 21
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e We will contact you again within 3 weeks, normally to tell you which case
officer we have assigned to your application or to tell you the date by which
we will assign your application. The assigned case officer will handle all
communication about your application. We will also give you an alternative
person to contact if your assigned case officer is unavailable.

e |f we subsequently have to assign your case to a different case officer, we will
tell you this within 3 working days of making the change and give you the
new contact details.

e We will acknowledge all communications from you within 2 working days.

e We will usually give you a substantive response within 10 working days. If
this is not possible, we will send you an update within the 10-working day
period to tell you when you should expect to receive a substantive response.

e We will give you clear deadlines when we ask you to send us additional
information.

e The designated case officer will give you an update on the current status of
your case at least monthly and often more frequently.

e These commitments will apply until we approve your application or tell you
of our decision that it should be refused, in which case we will apply the
formal refusal process.

Information to be provided and EBA Guidelines

3-123.13The EBA has issued ‘Guidelines on the information to be provided for authorisation of
payment institutions and e-money institutions and registration as account information
service providers’ (EBA Guidelines).9 The EBA Guidelines specify the information that
applicants for authorisation as a Pl or an EMI or registration as a RAISP will be required
to submit. Details on these requirements are set out below in Part | for authorised Pls and
authorised EMIs and in Part 111 for RAISPs. In some cases we will also apply relevant
guidelines when specifying the information to be provided by applicants for registration
as small PIs or small EMIs. More detail on these requirements is set out in Part II.

3-133.14Where we do not prescribe the format of information that must be given to us, we will
need to have enough information to be satisfied that the applicant meets the relevant
conditions. This does not mean that the applicant needs to enclose full copies of all the
procedures and manuals with their application; a summary of what they cover may be
enough, as long as the manuals and procedures themselves are available if we want to
investigate further. Note that supplying the information requested on the application form
will not necessarily be enough for the application to be ‘complete’. We may need to ask
additional questions or request additional documentation to clarify the answers already
given. It is only when this additional information has been received and considered
alongside the existing information that we will be able to determine whether the
application is complete.

3-243.15As set out in the EBA Guidelines, the information provided by the applicant should be
true, complete, accurate and up to date. The level of detail should be proportionate to the
applicant’s size and internal organisation, and to the nature, scope, complexity and
riskiness of the particular service(s) the applicant intends to provide. We would expect
applicants to fully answer guestions in the application form, which includes providing
the information requested for in bullets under each question. This information can be




provided in the form, or, as long as it is clearly signposted in the form, in the supporting
policy document.

3-153.16We will acknowledge that we have received an application, and the case officer assigned
to deal with it will be in contact soon after._We will assess the information_provided
against the requwements set outin the PSRs 2017 EMRs and the EBA Gmdellnes (where

3-163.17 Applicants should note that under regulation 142 of the PSRs 2017 and regulation 66 of
the EMRs it is a criminal offence to knowingly or recklessly give information that is
materially false or misleading in their application.

Requests for further information (regulations 5(4), 13(4) and 17(2) PSRs 2017 and
5(4) and 12(4) EMRs)

3-173.18At any time after receiving an application for authorisation or registration (or a variation
of either of these) and before determining it, we can require the applicant to provide such
further information as we reasonably consider necessary to enable us to determine the
application. Where applications are incomplete (when they do not have all the
information we need), we will ask in writing for more information. We will then confirm
the date from which we consider the application to be complete. The timings set out in

Part IV of th|s chapter WI|| run from that date Whelﬂe—an—appl+eanen—|s—meem|elete~

Duty to advise of material changes in an application (regulations 20 PSRs 2017 and
17 EMRS)

3-183.19We attach considerable importance to the completeness and accuracy of the information
provided to us. If there is, or is likely to be, any material change in the information
provided for an application before we have made our decision on it, the applicant must
notify us. This also applies if it becomes apparent to the applicant that there is incorrect
or incomplete information in the application. The requirements also apply to changes to
supplementary information already provided. If an applicant fails to provide accurate and
complete information it will take longer to assess the application. In some cases, it could
lead to the application being rejected.

3-193.20The applicant should notify the case officer assigned to the application of, netification

must-include-details of the change and provide; the complete information or a_correction
of the inaccuracy (as the case may be) ard-must-be-made-without undue_delay. If the
applicant expects a change in the future they must provide details as soon_as they become
aware of it. When providing this information the applicant will be asked_to confirm that
the rest of the information in the application remains true, accurate_and complete.

10



3.21

3.22

3.23

3.24

3.25

Part I: Becoming an authorised PI or authorised EMI

This section applies to businesses that wish to become an authorised PI or an authorised
EMI.

The conditions that must be met in order to become an authorised Pl are set out in
regulation 6 of the PSRs 2017 and those that must be met to become an authorised EMI
are set out in regulation 6 of the EMRSs have been met.

The information requirements for applications can be found in Schedule 2 of the PSRs
2017 and section 4.1 of the EBA Guidelines (the API Guidelines) for authorised Pls and
Schedule 1 of the EMRs and section 4.3 of the EBA Guidelines (the EMI Guidelines) for
authorised EMIs.

There is an application fee for firms looking to become an authorised PI or an authorised
EMI (more information is available in Chapter 15 — Fees).

For authorised Pls and authorised EMIs, the application must be signed by the person(s)
responsible for making the application on behalf of the applicant firm. The appropriate
person(s) depends on the applicant firm’s type. These are as follows:

Type of applicant Appropriate signatory

Company with one director The director

Company with more than one director Two directors

Limited liability partnership Two members

Limited partnership The general partner or partners

3.26

3.27

3.28

3.29

11

Information to be provided and conditions for authorisation

Authorisation will not be granted unless we are satisfied that the conditions specified in
regulation 6 of the PSRs 2017 or regulation 6 of the EMRs (as applicable).

This section needs to be read alongside the APl Guidelines or the EMI Guidelines, as
appropriate. Together, the PSRs 2017, API Guidelines, EMRs and EMI Guidelines
explain the information that you must supply with the application and the conditions that
must be satisfied.

Programme of operations (paragraph 1, Schedule 2 PSRs 2017 and paragraph 1,
Schedule 1 EMRs)

For authorised Pls, APl Guideline 3 sets out the information and documentation which
needs to be provided for the programme of operations. For authorised EMIs, this is set
out in EMI Guideline 3.

In both cases, Guideline 3 requires the programme of operations to be provided by the
applicant to contain a description of the payment services envisaged, including an




explanation of how the activities and the operations fit into the list of payment services
set out in Part 1 of Schedule 1 to the PSRs 2017. Some examples of the sorts of activities
expected to fall within the scope of each are described in Chapter 2 — Scope, with further
guidance in Chapter 15 of our Perimeter Guidance manual (PERG)._Applicants for
authorisation as an EMI must also provide an indication of the e-money services the
applicant intends to provide (issuance, redemption, distribution). Guidance on e-money
activities can be found in Chapter 3A of PERG. The applicant should also describe any
other business activities it provides.

3.30  The applicant is also required to state whether they will enter into the possession of
customers’ funds. In our view, being in possession of funds includes an entitlement to
funds in a bank account in the applicant’s name, funds in an account in the applicant’s
name at another Pl or EMI and funds held on trust for the applicant.

3.31  The applicant is required to provide details of how transactions will be executed
including details of all the parties involved in the provision of the services and draft
contracts between them, and as-weH as-copies of draft framework contracts. See Chapter
8 — Conduct of business requirements for more information on framework contracts
and other conduct requirements.

3.32  Where the applicant intends to provide AIS or PIS, we would expect the information on
the programme of operations to cover the nature of the service being provided to the
customer, how their data will be used, and how the applicant will obtain appropriate
consent(s) from the customer. See Chapter 17 — Payment initiation and account
information services and confirmation of availability of funds for more information.

Business plan (regulation 6(7)(c) and paragraph 2, Schedule 2 of the PSRs 2017 and
regulation 6(6)(c) and paragraph 2, Schedule 1 of the EMRs)

3.33  API Guideline 4 and EMI Guideline 4 set out the information and documentation which
needs to be provided in the business plan.

3.34  The business plan needs to explain how the applicant intends to carry out its business. It
should provide enough detail to show that the proposal has been carefully thought out
and that the adequacy of financial and non-financial resources has been considered.

3.35 In accordance with regulation 7(4) of the PSRs 2017 and regulation 7(4) of the EMRSs,
where an applicant wishes to carry on business activities other than the provision of
payment services and, in the case of EMIs, issuing e-money, and we think that the
carrying on of this business will, or is likely to, impair our ability to supervise it or its
financial soundness, we can require the applicant to form a separate legal entity to
provide payment services and, for EMIs, issue e-money.

3.36 As per EB